NOAA Environmental Data Management Framework

"NOAA is, at its foundation, an environmental information generating organization.
Fundamental to ensuring that the wealth of environmental information generated by NOAA
is effectively utilized now and for the long-term is an increased focus on information
management standards and strategies to improve access, interoperability, and usability."

- From NOAA's Next Generation Strategic Plan (2010)
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Executive Summary

This Environmental Data Management Framework defines and categorizes the policies, requirements,
activities, and technical considerations relevant to management of observational data and derived
products by the US National Oceanic and Atmospheric Administration (NOAA). These data are an
irreplaceable national resource that must be well-documented, discoverable, accessible, and preserved
for future use. This Framework recommends that environmental data management (EDM) activities be
coordinated across the agency, properly defined, and adequately resourced in order to ensure the
usability, quality, and preservation of NOAA data.

The EDM Framework includes Principles, Governance, Resources, Standards, Architecture, and
Assessment that apply broadly to many classes of data. These are discussed in a NOAA context. The
concept of the Data Lifecycle is introduced and separated into planning and production, data
management, and data usage activities. Relevant NOAA policies and procedures, a sampling of current
projects or activities, and specific recommendations are highlighted.

The EDM Framework was developed in response to a recommendation from NOAA's Science Advisory
Board (SAB) at their Spring 2012 meeting.
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1. Introduction

1.1. Motivation

Accurate, timely, and comprehensive observations of the Earth and its surrounding space are critical to
support government decisions and policies, scientific research, and the economic, environmental, and
public health of the United States. Earth observations are typically produced for one specific purpose --
sometimes at great cost -- but are often found to be useful for other purposes as well. It is important
that these data be managed and preserved such that unanticipated users can find, evaluate,
understand, and utilize the data in novel ways. The range of scientific and observation efforts at NOAA,
and the resulting magnitude of data collections and diversity of data types, requires a systematic
approach that is broadly applicable yet can be tailored to particular needs.

This document establishes a conceptual Environmental Data Management (EDM) Framework of policies,
organizational practices, and technical considerations to support effective and continuing access to
Earth observations. The EDM Framework clarifies the expectations and requirements for NOAA projects
and personnel involved in the funding, collection, processing, stewardship, and dissemination of
environmental data. The goals of the Framework are (1) to maximize the likelihood that observations
are available and disseminated in a timely and usable manner, (2) to facilitate the transformation of
Earth observations into useful information, and (3) to encourage the development and use of uniform
tools and practices across NOAA for handling digital data collected from observing systems. This
Framework should guide and inform the development of program-specific data management plans and
other NOAA activities to improve data management.

This Environmental Data Management Framework was developed at NOAA but is adaptable to other
agencies and organizations that gather environmental data. It builds on ideas and recommendations
from NOAA's Next Generation Strategic Plan (1), NOAA Administrative Order (NAO) 212-15 (2), the
National Research Council (NRC) study Environmental Data Management at NOAA (3), the OSTP
Interagency Working Group on Digital Data (IWGDD) report Harnessing the Power of Digital Data:
Taking the Next Step (4), the US Group on Earth Observations (USGEQO) Exchanging Data for Societal
Benefit (5), the U.S. Chief Information Officer’'s 25 Point Implementation Plan to Reform Federal
Information Technology Management (6), and Open Government initiatives such as Data.gov. The NOAA
EDM Framework was developed in response to a recommendation from NOAA's Science Advisory Board
(SAB) at their March 2012 meeting.

1.2. Key Concepts
Note: A list of abbreviations may be found in Section 5.

Data: For the purposes of this document, we use the terms "data," "environmental data" and "Earth
observations" interchangeably to mean digital information about the land, oceans, atmosphere, and
space environment of the Earth. Such information includes the actual observations, metadata (i.e.,

information about the data such as source, lineage, and quality), imagery, derived products, data
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processing algorithms (including computer source code and its documentation), and forecasts and
analyses produced by computer models. Non-digital data, published papers, or preserved geological or
biological samples are outside the scope of this EDM Framework.

Observing System: Strictly speaking, an observing system is a set of one or more platforms (such as a
satellite, buoy, radar, fixed instrument platform, ship, airplane, or autonomous vehicle), each containing
one or more sensors. More generally, some observations may be completely or fully manual and involve
human observations or sample gathering. The document uses the term "observing system" in a general
sense.

1.3. Data Management Target State

Figure 1 illustrates conceptually the desired target state of NOAA data management activities. Not all
activities are illustrated in this diagram, but it is useful as a high-level concept. The NOAA EDM
Framework is intended to help guide NOAA activities toward such a target state. Some NOAA datasets
are nearly at this target state, but others are not.

Requirements

refine Data Users

guide

Result
* product
» forecast
* paper
* decision
* policy

* response

Data Tools
Producers

write

Documentation
(Metadata)

DM
Plan

perform

Archive

Procedure
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(55ess

Agency
Leadership

Figure 1: Conceptual overview of the desired target state of NOAA data management activities. Not all activities
are illustrated. See below for a walk-through of the diagram.

Walk-through starting at the upper left of Figure 1:

1. Requirements for observational data guide data producers in determining what observing
systems to develop and deploy.

2. A project Data Management Plan addresses how the data will be handled and preserved.

3. Data producers generate data, and also ensure the creation of associated documentation
(metadata) that explains the nature, origin and quality of the data.

4. Each dataset should have a persistent identifier (ID) to enable usage tracking and data citation.

5. Data should be published via an appropriate Data Access Service so that users can retrieve it.
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6. Data must be sent to a formal Archive for long-term preservation, and should also be retrievable
from the archive through an access service.

7. The various Data Access Services in the agency should be registered in appropriate Catalogs,
which will allow users to find the data they need.

8. The agency can establish a Dashboard which automatically measures statistics from metadata
records and catalog holdings to enable leadership to assess the status and improvements
regarding data access, documentation and preservation.

9. Data Users typically prefer to use the Tools of their choice. If agency metadata and services are
well-defined and functional, user tools can be programmed to find, retrieve and decode the
data.

10. The user will employ the data to create a result such as a derived information product, forecast,
scientific paper, decision, policy or incident response.

11. Ideally, the user will cite the data used via the ID included with the metadata, so the agency can
measure usage of its data and provide credit to the data producers and managers.

12. To close the loop, data users help refine the requirements for new or improved observations.

2. The Environmental Data Management Framework

The basic elements of the Environmental Data Management Framework are illustrated in Figure 2. The
EDM Framework includes Principles, Governance, Resources, Standards, Architecture, and Assessment
that apply broadly to many classes of data, and individual Data Lifecycles for particular data collections.
This Section discusses the over-arching themes. Section 3 introduces the concept of the Data Lifecycle
and discusses the interrelated activities that occur during the life of a particular dataset.

Data Management Framework

Principles
Governance
Resources
Standards
Architecture
Assessment

2 2 2 2 2

2|28 S|EBES

cafgloglogogod

— — — — —

Figure 2: The Environmental Data Management Framework includes Principles, Governance, Resources,
Standards, Architecture, and Assessment that apply broadly to many classes of data, and individual Data
Lifecycles for particular data collections.
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2.1. Principles

The following basic principles generally apply to all NOAA environmental data, although. there may be
exceptions for particular datasets on a case-by-case basis.

Full and Open Access: NOAA data should be made fully and openly available to all users
promptly, in a non-discriminatory manner, and free of charge.

Preservation: NOAA data should be managed as an asset and preserved for future use.
Information Quality: NOAA data should be well documented and of known quality.

Ease of Use: NOAA data should be made discoverable and accessible online using interoperable
services and standardized formats to encourage the broadest possible use.

These principles are further explained in the following subsections.

2.1.1. Full and Open Access

In general, data managed or paid for using federal funds should be available to the public as soon as
possible after collection, in a non-discriminatory manner, and free of charge. It is not necessary to
distribute data to the public directly from the operational data processing systems, as long as the data
are made available at an appropriate point downstream. Exceptions to this principle should be rare and
explicitly justified on a case-by-case basis (For example, data purchased from commercial vendors may
not be redistributable; data distribution may be restricted by Memorandum or other agreement; open
access may not apply to every part of a satellite data stream handled by NOAA because we may be
operating satellites owned by other organizations or there may be NOAA instruments on non-NOAA
satellites.)

e Timeliness: NOAA data should be made publicly available with minimum time delay after capture.
The timeliness may not be the same in all cases -- for example, routine, ongoing observations by
automated sensors will be more promptly available than the results of sporadic, labor-intensive data
collection Data calibration, processing, and quality control processes should be automated
whenever possible to minimize any delays. In limited circumstances, some scientific investigations
may permit a temporary data hold (typically not more than 1-2 years) before distribution.

e Non-discrimination: NOAA data should be made publicly available to the widest community
possible. NOAA data should be approved for general release and distributed in a manner that does
not unfairly hinder access unless a specific exemption has been granted. Possible exceptions to open
access include data whose public dissemination is prohibited by law (e.g., personally identifiable or
proprietary information) or for reasons of national security (e.g., classified information).

e  Minimum cost: NOAA data should be made available free of charge to the greatest extent possible,
and certainly free of profit. Data should be made available and accessible online via web services or
other internet-based mechanisms whenever possible. In limited circumstances, the cost of
reproduction may be charged to the user when it is necessary to ship data on physical media, or
when specialized, non-routine products must be created to satisfy a particular request.

DRAFT version 0.2 7
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Relevant NOAA policies and procedures*
e NAO 212-15(2)

e Data Sharing for NOAA Grants Procedural Directive (7)
e NESDIS OSPO Data Access Policy

Relevant NOAA activities and projects
e A Report to Congress: Framework for a Compensation Policy for NOAA to be Reimbursed for

Specialized Data Products Derived from NOAA Satellite Imagery and Data (in preparation)

2.1.2. Preservation

Earth observations are not reproducible after the moment of measurement has passed, and are often
acquired using costly technologies such as satellites, ships, aircraft, advanced sensors, and open-ocean
buoys. These observations should be managed as agency and national assets, preserved for future use,
and protected from unintended or malicious modification. The data should not only be preserved as-is
but should be actively stewarded to ensure continuing usability.

Relevant NOAA policies and procedures
e Procedure for Scientific Records Appraisal and Archive Approval (8)

2.1.3. Information Quality

Earth observation data and metadata should be of known quality, and ideally of good quality.
Explanations of quality control (QC) processes, and the resulting quality assessment itself, should be
included or referenced in the data documentation. See Sections 3.2.2 and 3.2.3 for further information
regarding QC and Data Documentation.

Raw data may be distributed in (near) real time before QC and documentation have been completed,
but it must be clearly communicated to prospective users that the quality may not be known when data
are provided on an “as-is” basis.

Relevant NOAA policies and procedures
e NOAA Information Quality Act Guidelines (9)

2.1.4. Ease of Use

To encourage the broadest possible use of NOAA data, users should be able to find the data easily
through search engines, catalogs, web portals, or other means. The data should be made available and
accessible via web services or other internet-based mechanisms, rather than by shipping physical media
or by establishing dedicated or proprietary linkages. These services should comply with non-proprietary
interoperability specifications for geospatial data. Data should be offered in formats that are known to
work with a broad range of scientific or decision-support tools. Common vocabularies, semantics, and
data models should be employed. Feedback from users should be gathered and should guide usability

: Policies and Procedural Directives are discussed in Section 2.2.1.
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improvements. Users should be able to unambiguously cite datasets, both for later reuse and to provide
credit and traceability to the originator.

These topics are discussed in more detail in Sections 3.2 and 3.3.
2.2. Governance

2.2.1. NOAA bodies with policy or technical authority over data
management

Figure 3 illustrates the agency bodies that play a direct role in environmental data management at
NOAA. We discuss their activities in this section.

SAB NOAA Executive
Science Council & Panel

Advisory Board / \

NOSC " ‘ CIO Council J

+ NEC & NEP

NOAA Observing Chief Information

/-. System Council \ Officer Council

Observing
Systems -
Committee Enterprise
Architecture
} - Committee
DAARWG _”
Data Access & -

Archiving
. Requirements WG

GIS
Committee

Figure 3: Governance structure for environmental data management at NOAA. Solid lines indicate reporting
authority; dashed lines indicate liaison or advisory relations.

The Environmental Data Management Committee (EDMC) is a nexus of EDM governance activities at
NOAA. EDMC was established in 2010 by NOAA Administrative Order (NAQO) 212-15 (2), and reports to
both the Chief Information Officers (CIO) Council and the NOAA Observing Systems Council (NOSC).
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EDMC is a voting body with representatives from NESDIS, NMFS, NOS, NWS, OAR, OMAO, PPI, and
OCIO/Enterprise Architecture (EA).* EDMC also maintains liaisons with the EA and GIS Committees.

The Data Management Integration Team (DMIT)T is a cross-NOAA group composed of technical experts
in web services, metadata, archiving, and other relevant fields. DMIT members provide guidance and
support via a mailing list and telecons. All Data Centers and significant data-producing or data-
management projects should have a DMIT representative.

The actual implementation of data management systems and improvements occurs at the Data Centers,
within Line and Staff Offices, and as part of individual programs and projects. Leaders of these programs
have some discretion regarding technical implementation, but are encouraged to maximize
compatibility and reduce development and maintenance costs by coordinating with each other and with
EDMC and DMIT.

The Science Advisory Board (SAB), particularly through its Data Access and Archiving Requirements
Working Group (DAARWG), performs an external oversight role regarding data management activities.
The establishment of this EDM Framework was recommended by DAARWG and SAB.

2.2.2. NOAA policies and documents relating to data management

NOAA's Next Generation Strategic Plan (NGSP) (1) makes numerous references to the need for good
data management practices. The NGSP declares that NOAA's Mission is Science, Service and
Stewardship, where "Service is the communication of NOAA’s research, data, information, and
knowledge for use by the Nation’s businesses, communities, and people’s daily lives." One of NOAA's
Objectives is "Accurate and reliable data from sustained and integrated Earth observing systems." The
NGSP states:

NOAA will research, develop, deploy, and operate systems to collect remote and in situ
observations, and manage and share data through partnerships and standards...
Fundamental ... is an increased focus on information management standards and
strategies to improve access, interoperability, and usability of NOAA’s environmental
information resources... Evidence of progress includes ... Improved data interoperability
and usability through application and use of common data management standards.

The Annual Guidance Memorandum (AGM), AGM Implementation Plans, and the Corporate Portfolio
Analysis (CPA) Decision Memorandum, all part of NOAA's Strategic Execution and Evaluation (SEE)
process, provide general direction regarding priorities and budget for all NOAA activities including those
involving data management.

The list of current EDMC representatives is at https://www.nosc.noaa.gov/EDMC/membership.php

t https://geo-ide.noaa.gov/wiki/index.php?title=Category:Data_Management_Integration _Team
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NOAA Administrative Order (NAO) 212-15 (2) establishes environmental data management policy for
NOAA and provides high-level guidance for procedures, decisions and actions regarding EDM. NAO 212-
15 provides the Environmental Data Management Committee with the authority to develop and
approve Procedural Directives (PDs). Four PDs have been issued, and two others are currently in
development:

o Data Management Planning Procedural Directive (10): Directs managers of all data production
projects and systems to plan in advance for data management, and contains a planning
template with questions to be addressed by data production projects.

e Procedure for Scientific Records Appraisal and Archive Approval (8): Defines the process used
to identify and appraise scientific records for NOAA archiving.

e Data Documentation Procedural Directive (11): States that all NOAA data collections, and
products derived from these data, and services that provide NOAA data and products, shall be
documented. Establishes a metadata content standard (International Organization for
Standardization [ISO] 19115 Parts 1 and 2) and a recommended representation standard (ISO
19139) for documenting NOAA's environmental data and information.

e Data Sharing for NOAA Grants Procedural Directive (7): States that all NOAA Grantees must
share data produced under NOAA grants and cooperative agreements in a timely fashion, except
where limited by law, regulation, policy or security requirements. Grantees must address this
requirement formally by preparing a Data Sharing Plan as part of their grant project narrative,
and by sharing data from funded projects within not more than two years. Specific language has
been approved by NOAA Counsel for inclusion in announcements of opportunity and notices of
award.

o Data Access Procedural Directive (in preparation): States that all NOAA environmental data
shall be made accessible via the Internet, except in limited circumstances, and discusses
appropriate services and formats. Expected to be issued in 2013.

e Data Citation Procedural Directive (in preparation): States that NOAA datasets shall be assigned
a persistent identifier, with a corresponding documentation page maintained by a NOAA Data
Center. Urges data users to cite datasets used in papers, decisions and other products, and
recommends a citation format including the identifier. Expected to be issued in 2013.

NAO 212-15 and EDMC Procedural Directives are somewhat high level. More detailed implementation
guidance and best practices are therefore recorded in the NOAA Environmental Data Management
Wiki (12). Project-specific technical documentation is yet more detailed.

NAO 212-13 (13) establishes requirements for the protection of all NOAA IT resources, including data
and information.

2.2.1. National or inter-agency policies and documents

There are a number of US national or inter-agency policies and documents relevant to the governance of
NOAA data management practices. Some of the more recent documents are described below.
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The Digital Government Strategy (14) is intended to "unlock the power of government data to spur
innovation" by enabling "an increasingly mobile workforce to access high-quality digital government
information and services anywhere, anytime, on any device." The Strategy directs agencies to architect
systems for interoperability and openness, modernize content-publication models, and deliver better,
device-agnostic digital services at a lower cost.

The 25 Point Implementation Plan to Reform Federal IT (6) calls for consolidation of surplus or
underutilized data centers and establishes a "Cloud-first" policy for acquisition of new computing
capability. The Federal Cloud Computing Strategy (15) lays out the Cloud approach in greater detail.

2.2.2. External Coordination

NOAA is not the only organization that produces and uses environmental data. In order to maximize
compatibility of NOAA observations with other data it is important that there be awareness of and
coordination with external bodies regarding standards and technical approaches. Relevant external
bodies include, among others:

e Federal Geographic Data Committee (FGDC)

e Open Geospatial Consortium (OGC)

e International Organization for Standardization Technical Committee 211 for Geographic
Information and Geomatics (1ISO/TC211)

e International Committee for Information Technology Standards - Geographic Information
Services (INCITS/L1)

e Unidata

e World Meteorological Organization (WMO)

e Committee on Earth Observing Satellites (CEQS)

e Interagency Working Group on Digital Data (IWGDD)

e US Federal Agencies

e Federation of Earth Science Information Partners (ESIP)

2.2.3. Enforcement

Formal authority to enforce data management policy and directives resides with the Chief Information
Officer (ClO), with the Assistant Secretary of Commerce for Environmental Observation and Prediction
as Chair of the NOSC, with the Assistant ClOs, and with the Line- and Staff-Office NOSC representatives.
The EDMC Chair reports progress to CIO Council and NOSC on a periodic basis. EDMC members are
expected to report implementation status for their Offices to the EDMC and to their Assistant CIOs and
NOSC representatives.

Recommendations
e Carefully review data management plans of projects that seek funding approval from the IT

Review Board.
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e Add conformance with relevant EDMC Procedural Directives to the Certification and
Accreditation (C&A) requirements for IT systems that contain, process or serve environmental
data.

0 [This recommendation was suggested for removal by one reviewer. Any other opinions?]

e |dentify projects that fail to document, share or archive their data, and warn them that future
project funding will be curtailed.

e Empower Assistant ClOs to designate an EDM Officer (similar to IT Security Officer) with the
authority and responsibility to oversee and enforce EDM compliance within their Office. Include
such duties in the individuals' performance plans.

Relevant NOAA policies and procedures
o NOAA IT Review Guidance (16), Appendix H

2.3. Resources

NOAA data cannot be adequately managed without proper resources, including personnel, budget and
other supporting elements. Lack of resources is often the primary factor leading to data that are poorly
documented, inaccessible, or improperly preserved.

2.3.1. Personnel

Competent and motivated personnel are the key to proper management of environmental data. NOAA
has many such individuals across the agency. Their work is more effective when they can exchange
knowledge and work together. Such collaboration is supported in part by participation in the groups
mentioned in Section 2.2.1. One intent of this document is to provide a conceptual framework and
common understanding of their work.

Significant improvements in NOAA data management cannot be made on the basis of volunteer efforts.
Employees responsible for any aspect of data management should have that role clearly stated in their
performance plan, and should have the authority and means to carry out that role. Too often, activities
such as creating and maintaining metadata, making data available to other users, or ensuring data are
properly transmitted to an archival facility are treated as tasks that are ancillary to an employee's
regular duties. These tasks typically are not included in employee performance plans, are not
acknowledged as important by supervisors, and are not rewarded by the agency. Making good data
management a part of NOAA's core business practices would help provide acceptance and recognition
of these efforts. Data usage tracking and citation may also help (see Sections 3.2.9 and 3.3.5).

Recommendations
e Update individual performance plans to permit, acknowledge and empower employee work on

data management activities.
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Ensure that personnel responsible for environmental data understand the need for data
management and are trained in good EDM practices.

2.3.2. Budget

The cost of producing observations is typically much greater than the cost of properly managing the

resulting data. Satellites, radars, ship and aircraft time, and field campaigns are expensive and labor-

intensive, and without proper planning may consume the entire project budget while leaving little for

proper data management. The Data Management Planning Procedural Directive (10) is intended in part

to address this problem. Data-producing projects are required to consider how they will store, transmit,

document and archive their data. This planning should be done before the data are collected, but

existing projects without adequate plans should now address the issues.

With constrained budgets, NOAA cannot improve everything at once. Therefore, the following approach

is suggested:

Build new systems right the first time.

Take advantage of tech refresh points to improve existing systems.

Bring existing high-value datasets and systems into compliance over time.

Prioritize key datasets such as those from NOAA Observing Systems of Record or those used in
the National Climate Analysis.

Recommendations

An appropriate percentage of project funds should be allocated to managing the resulting data.
Major Projects seeking funding approval from the IT Review Board Program Oversight Board for
IT funding should be declined or postponed if data management planning and budgeting are
inadequate.

Data producers should develop submission agreements with NOAA Data Centers in advance and
budget accordingly.

Relevant NOAA policies and procedures

Data Management Planning Procedural Directive (10)
Procedure for Scientific Records Appraisal and Archive Approval (8)

2.3.3. Other Resources

Other resources include facilities, teams, conferences, documentation, and software.

Facilities: NOAA's National Climatic Data Center (NCDC), National Geophysical Data Center
(NGDC), and National Oceanographic Data Center (NODC) are among the world's premier
facilities for long-term preservation and stewardship of environmental data. NOAA projects,
guided by the Procedure for Scientific Records Appraisal and Archive Approval (8), can use these
facilities to ensure their data are properly archived. Also, an experimental Shared Hosting
resource has been established to enable projects to host datasets for public access without
needing to operate their own servers.
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Teams: Various cross-NOAA groups of personnel involved in EDM activities provide mutual
support and guidance. The Data Management Integration Team (DMIT) is one such group with a
mailing list and monthly telecons.

Conferences: The EDMC organizes an annual NOAA Environmental Data Management
Conference for agency-wide exchange of relevant knowledge, successes, and problems. This
event is typically held in June in the Silver Spring, Maryland area. Other workshops and meetings
occur throughout the year.

Documentation: The NOAA EDM Wiki (12) includes Best Practices and other guidance. This
resource is publicly readable, and can be edited by NOAA personnel who request an account.
NOAA projects are encouraged to consult and contribute to this Wiki. The Wiki also includes a
repository of EDM Plans  submitted in compliance with the Data Management Planning
Procedural Directive.

Software: Good data management does not necessarily require writing new code. Open-source
and commercial software packages exist for editing metadata or providing user-facing (public)
services for data discovery, access, or visualization.

Recommendations

Document best practices, experiences, examples, useful software, teams, events, etc on the
EDM Wiki.

Coordinate enhancements to open-source software via DMIT or other cross-NOAA team to
avoid duplication of effort.

Continue and expand efforts for shared hosting.

Pre-approve IT C&A for standard software packages to maximize compatibility and minimize the
administrative hurdles involved in setting up new servers.

2.4, Standards

Different types of standards are applicable in various phases of the Data Lifecycle, including standards

for data quality, metadata standards that specify the content and structure of documentation about a

dataset, format standards that specify the content and structure of the digital data itself, and interface

standards that specify how services are invoked. Some standards are general-purpose and may require

specialization for particular data types. Adoption of common standards supports interoperability, which

enables diverse data, tools, systems, and archives to be combined without writing custom software to

handle every data link. The broad use of a small set of common data, metadata, and protocol standards

across NOAA, especially using international standards where possible, will decrease the cost of making

and using NOAA observations, enhance the utility of the data, and help avoid redundant technical

development.

Recommendations

Use domestic and international data, metadata, and protocol standards wherever possible.

*https://qeo-ide.noaa.qov/wiki/index.php?title:Cateqorv:Data Management_Plans
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e Coordinate adoption of interoperability standards by working with the EDMC, DMIT, and other
Cross-agency groups.

e Publish on the NOAA EDM Wiki (12) the conventions, profiles and examples adopted to
specialize standards for particular data types.

2.5. Architecture

2.5.1. Service-Based Approach

NOAA environmental data must be available to users both inside and outside of NOAA. It is more
efficient to make a given dataset accessible from a single authoritative source than to have users
download, maintain, and possibly redistribute multiple copies, because the timeliness and accuracy of
duplicative collections becomes increasingly uncertain. NOAA data and metadata should therefore be
delivered through services -- that is, through internet-based application programming interfaces. These
services should be as consistent and standardized as possible to simplify data discovery, sharing, and
integration.

Obs Syst. or Model

Observing System
or Forecast Model

*%9¢

internet

Obs Syst. or Model

Figure 4: Schematic of service-based approach to providing access to data and metadata, as well as value-added
services.

NOAA data exist in many heterogeneous systems managed by multiple independent operators. Federal
and NOAA activities in support of data center consolidation are designed to reduce the total number of

DRAFT version 0.2 16



412
413
414
415
416
417
418
419
420

421
422
423
424
425
426
427
428
429
430
431

432

433
434
435
436
437
438

439
440
441
442

443
444

445
446

447
448

computing systems with dedicated power and cooling, and often with underutilized capacity, as a cost-
saving measure. However, consolidation is unlikely to result in completely merging all diverse NOAA
systems for ingesting, processing, distributing and archiving data into a single master system. Even if
such a target state were advisable for NOAA, other federal agencies, other nations, and the private
sector will retain their own systems. A distributed systems approach is therefore necessary to leverage
and harmonize multiple legacy, modern, and future systems that have evolved separately and are
managed independently. A distributed system is a collection of project-specific or agency-wide
information systems that are loosely coupled in a way that provides the behavior of a single system
while enabling each project to remain the steward of its own information.

Recommendations

e Promote implementation of modern data access services for all NOAA data collections.
Relevant Federal documents

e Digital Government Strategy (14)

e 25-Point Implementation Plan to Reform Federal IT (6)
Relevant NOAA documents

e Global Earth Observation Integrated Data Environment (GEO-IDE) Concept of Operations (17)
Relevant NOAA activities

e NWS Advanced Weather Information Processing System (AWIPS 1) Data Delivery Project

e Integrated Ocean Observing System (I00S) network of federal and regional data providers

e Data Center Consolidation

2.5.2. Infrastructure

NOAA infrastructure involved in environmental data management includes the observing platforms and
systems themselves, data collection and processing systems, the archival data centers (NCDC, NGDC,
NODC) and their associated systems for data ingest, storage and stewardship, other NOAA centers of
data, dedicated data links such as the NWS Global Telecommunication System (GTS) and Satellite
Broadcast Network (SBN), general-purpose network infrastructure, high-performance computing
systems, and other computing resources.

These infrastructure components are expensive to acquire and maintain. Costs can be reduced over the
long term by avoiding project-specific systems built from scratch. Instead, gradual adoption of
commodity hardware and software, and the establishment of "enterprise" systems that provide
functionality for multiple projects or the entire agency, are preferable.

These infrastructure components typically need to work together or to exchange information. Adoption
of interoperability standards (see Section 2.4) will support and simplify this interchange.

Recommendations
e |nvestments in new or upgraded infrastructure components should be assessed prior to

approval regarding use of commodity technologies, ability to support multiple projects, and
interoperability.
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2.5.3. Cloud Computing

[This section was suggested for removal or drastic shortening by one reviewer. Any other opinions?]

Cloud computing refers to the use of shared information technology (IT) resources such as storage,
processing or software. Cloud resources can be scaled up or down based on demand. Multiple projects
can share resources without each needing to have surplus capacity for the maximum expected load.
Projects can acquire and pay for IT resources on an as-needed basis without maintaining in-house
computing facilities. These shared IT resources can be operated either externally by commercial Cloud
service providers or internally by one division on behalf of the entire agency. Cloud computing is a
fundamental shift from the traditional approach of having each project procure and operate dedicated,
in-house IT resources.

The US Chief Information Officer has issued a "Cloud-first" policy (6) and a Federal Cloud Computing
Strategy (15). NOAA is required to consider Cloud-based approaches in favor of building or maintaing IT
systems. Within NOAA, the Google Unified Messaging System (UMS) contract for email, calendars, and
document sharing is an example of migration to the Cloud. Possible Cloud deployment scenarios for
environmental data include:

e The master copy of a NOAA dataset is retained internally at a NOAA Archive, while a public copy
is sent via one-way push to a publicly accessible commercial Cloud where external customers
(the private sector, the general public, foreign governments) can obtain the data and perhaps
invoke additional services (subsetting, visualization, transformation, etc). A digital signature
(checksums or hashes) is produced and compared where appropriate to confirm the
authoritativeness of the public copy. See Figure 5.

e Non-real-Time Processing: climate product generation, satellite data reprocessing, and other
non-real-time computation are performed on commercial cloud resources. The resulting
products are also disseminated via the Cloud. The input data may already reside in the same
Cloud.

Such scenarios would reduce the load on NOAA servers and allow capacity to be quickly ramped up
during periods of high demand.

Costs and procurement mechanisms must be assessed carefully in Cloud deployments. There are
monthly charges based on data storage, data retrieval, and computing cycles that must be budgeted for
and payable across the fiscal year boundaries.

Appropriate IT security must be considered when NOAA data are hosted on commercial Cloud services.
NOAA servers must comply with NAO 212-13: NOAA Information Technology Security Policy (13). Cloud
deployments may reduce IT security risks to NOAA systems by placing public-facing servers outside the
NOAA security boundary.The General Services Administration (GSA) Federal Risk and Authorization
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Management Program (FedRAMP)* was established to ensure secure cloud computing for the federal
government. Only vendors authorized by FedRAMP may be used. [Note: as of the start of FY 2013, no
Cloud service providers have formally met FedRamp requirements or been granted a provisional
authorization.

Public
users

NOAA security boundary

Figure 5: Potential Cloud deployment scenario for NOAA data.

Recommendations
e Consider Cloud deployment scenarios for data management systems wherever feasible and

appropriate.

e Revise IT security policies to make Cloud deployments routine and easier to approve than in-
house systems.

e Develop a NOAA Cloud Deployment Strategy to address deployment scenarios, IT security
issues, and procurement mechanisms.

e Encourage GSA FedRAMP to streamline the Cloud Service Provider approval process.

Relevant NOAA activities
e NODC Cloud Pilot
e NODC Cloud pricing scenario study
e NESDIS internal Cloud

. http://www.gsa.gov/portal/category/102371
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2.6. Assessment

Assessment of NOAA data management activities includes estimating the current state, measuring

progress, and getting feedback from users and implementers. The attributes we can assess include

completeness of EDM planning, quality of metadata, level of data accessibility, and successful

preservation for the long term.

Estimating the current state of NOAA EDM: The Technology, Planning and Integration for
Observation (TPIO) program is assessing how data from NOAA Observing Systems of Record are
managed. This will provide a baseline status.

Measuring progress: Line-office representatives report on the implementation of Procedural
Directives at meetings of the EDMC. The EDMC chair reports progress to NOSC and CIO Council
several times per year. TPIO and the NGDC Enterprise Data Systems Group have begun
prototyping a Data Management Dashboard intended to show current values and trends in
metrics such as metadata quality and data accessibility.

Feedback: NOAA personnel and contractors involved in EDM are invited to contact the EDMC
and the DMIT regarding successes, failures, lessons learned and suggestions concerning this
EDM Framework, EDMC Procedural Directives, and related activities. NOAA data providers can
seek and respond to feedback from users.

Recommendations

Solicit feedback from users regarding the accessibility, usability and quality of NOAA data, make
improvements if appropriate, and report improvements or issues to EDMC or DMIT.

Support the Observing System of Record Data Management Assessment.

Support development of the Metadata Rubric and Data Management Dashboard.

Augment the observing requirements database to include information about data services,
formats, and documentation needed by users.

Empower Assistant CIOs to designate EDM Officer in charge of assessing progress in each Office.

3. The Data Lifecycle

The Data Lifecycle includes all the activities that affect a dataset before and during its lifetime. Different

datasets may have somewhat different lifecycles, but this model is intended to be general. We divide

lifecycle activities into three groups, as shown in Figure 6:

Planning and Production, which includes all activities up to and including the moment that an
Earth observation is captured by an observing system or data collection project;

Data Management, which includes all activities related to processing, verifying, documenting,
advertising, distributing and preserving the data;

Usage, which includes all activities performed by the consumer of the data (these activities are
often outside the direct control of the data managers).
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Figure 6: Overview of the Data Lifecycle, showing a breakdown into Planning and Production, Data
Management, and Usage activities. The block arrows suggest the normal flow of information from planning
towards usage, and the curved arrows indicate that the process may be cyclical, with conceptually "later"
activities feeding back to or triggering "earlier" activities.

Figure 7 is a more detailed view of the Data Lifecycle, including all of the activities mentioned in this
Section. The Data Lifecycle is a dynamic process rather than a linear sequence. That is, the steps in the
lifecycle are not independent, but rather depend on and influence actions taken at other steps. For
example, inadequate documentation at an early stage can prevent later use; generation of products
from original data may yield new derived data that must also be collected and managed; user feedback
regarding data may change or augment the documentation about the data. Likewise, because data may
go through multiple cycles of use and reuse by different entities for different purposes, effective
management of each step and coordination across steps in the lifecycle are required to ensure that data
are durably preserved and can be accessed and used efficiently.

A lifecycle data management process ensures that observing systems are based on requirements, that
the resulting data are properly stewarded, and that the data can be used both for their intended
purpose and in novel ways.

Each phase of the Data Lifecycle is described in the following sub-sections.
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Planning and Requirements Definition

Production Planning

Activities Development
Deployment

Operations

Data Collection
Management Processing
Activities Quality Control
Documentation
Cataloging
Dissemination
Preservation
Stewardship
Usage Tracking
Final Disposition

Data Lifecycle

Usage Discovery

Activities Reception
Understanding

Analysis
New Product Generation
User Feedback
Citation
Tagging
556 Gap Assessment

557 Figure 7: Activities in the Data Lifecycle. The Data Management Activities block is the focus of this Framework.

558 3.1. Planning and Production Activities

559  The first phase of the Data Lifecycle is Planning and Production activities, which comprise:

560 e Requirements Definition
561 e Planning

562 e Development

563 e Deployment

564 e QOperations

565  These include such tasks as assessing the need and requirements for a new observing system, planning
566 how to meet those requirements, developing any necessary sensors, deploying the observing system,
567  and operating and maintaining the observing system.
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The Planning activity includes preparing for management of the resulting data. The Data Management
Planning Procedural Directive (10) requires such planning and provides a template of questions to be
considered.

The other activities in this phase are largely outside the scope of this EDM Framework, which focuses
instead on the management of actual data once observations are collected. Nevertheless, activities that
occur later in the Data Lifecycle may influence this phase. For example, a calibration error discovered
during quality control may lead to changes in the operating procedure, and gap analysis may reveal new
requirements.

A database of NOAA observing requirements and capabilities is maintained by TPIO. Projects should
ensure that their requirements and capabilities are included and validated for proper consideration by
NOSC and PPI.

Relevant NOAA policies and procedures
e Data Management Planning Procedural Directive (10)

3.2. Data Management Activities

The second phase of the Data Lifecycle is Data Management Activities, which include:

e Data Collection
o Processing

e Quality Control
e Documentation
e (Cataloging

e Dissemination

e Preservation

e Stewardship

e Usage Tracking
e Final Disposition

3.2.1. Data Collection

Data Collection typically refers to the initial steps of receiving raw data from an environmental sensor or
an observing campaign. Collection may also include purchasing or otherwise acquiring data from
external sources, issuing contracts for data collection, and issuing research grants that may result in the
creation of environmental data. NOAA grantees are required by the Data Sharing for NOAA Grants
Procedural Directive (7) to include a data sharing plan with their proposal and to share data in a timely
fashion if funded. NOAA projects that use non-NOAA data should follow the External Data Usage Best
Practice (in preparation) to ensure that relevant risks are considered.

*
https://www.nosc.noaa.gov/tpio/
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Relevant NOAA policies and procedures
e Data Sharing for NOAA Grants Procedural Directive (7)

e External Data Usage Best Practice (in preparation)

e NWS Policy Directive 1-12, Obtaining Environmental Data from External Parties (18)

3.2.2. Data Processing

Data Processing includes all the steps necessary to transform raw data into usable data records and to
generate the suite of routine data products. Such processing is typically performed by specialized
systems that have their own internal data management controls. Users do not normally have direct
access to the processing system. However, the design of these systems can have a great impact on the
cost to the agency and on the timeliness, preservation, and quality of the resulting data records and
products.

Processing systems are typically built from scratch for each observing system. This does not enable the
agency to leverage past investments or existing resources. The NESDIS Enterprise Ground System (EGS)
study considered ways to transition NOAA over the next decade to processing that uses shared
computer, storage, network, and facility resources built around standards-based commercial-off-the-
shelf hardware and software.

Relevant NOAA activities and projects
e NESDIS Enterprise Ground System study

3.2.3. Quality Control

NOAA data should be of known quality, which means that the data documentation includes the result of
quality control (QC) processes, and that descriptions of the QC processes and standards are available.
QC tests should be applied to the data, including as appropriate automated QC in near-real-time,
automated QC in delayed-mode, and human-assisted checks. Quality-assurance (QA) processes should
be applied to provide validation that Earth observations data meet their intended requirements
throughout the Data Lifecycle. All QC and QA checks should be publicly described and peer-reviewed.
The results of these checks should be included in metadata. All bad or suspect values should be flagged
as such. Raw data that have not undergone QC should be clearly documented as being of unknown
quality.

3.2.4. Documentation

Data documentation provides information about the spatial and temporal extents, source, lineage,
responsible parties, descriptive attributes, quality, accuracy, maturity, known limitations, and logical
organization of the data. Formal, structured documentation is known as metadata. Metadata are critical
for documenting and preserving NOAA's data assets. Standardized metadata support interoperability
with catalogs, archives, and data analysis tools to facilitate data discovery and use. Correct and
complete metadata are essential to ensuring that data are used appropriately and that any resulting
analyses are credible.
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The core metadata standards for NOAA environmental data are I1SO 19115 (content) and 1SO 19139
(Extensible Markup Language [XML] schema), as established by the Data Documentation Procedural
Directive (11). Some older metadata records use the more limited Federal Geographic Data Committee
(FGDC) Content Standard for Digital Geospatial Metadata (CSDGM); these should be converted to 1SO

and then improved using approaches and tools described on the EDM Wiki'.

Recommendations
e Transition metadata from legacy standards (FGDC CSDGM), non-standard formats, and

unstructured documentation to correct and complete ISO metadata records.
e Leverage tools already developed for metadata transformation and quality assessment.

Relevant NOAA policies and procedures
e Data Documentation Procedural Directive (11)

Relevant NOAA activities and projects
e Metadata analysis and scoring rubric

e Data Management Dashboard

3.2.5. Cataloging

"Cataloging" is used here in a general sense to refer to all mechanisms established by data providers to
enable users to find data. The word "Discovery" is employed below (Section 3.3.1) to refer to the user's
act of finding data. Cataloging enables Discovery.

NOAA environmental data should be readily discoverable because data can only be reused for novel
purposes if unanticipated users are able to discover that the data exist. Modern research and decision-
making depend critically on the ability to find relevant data from multiple agencies and disciplines.

Cataloging methods include enabling commercial search engines to index data holdings, establishing
formal standards-based catalog services, and building web portals that are thematic, agency-specific, or
government-wide. General web searching is often the first step for potential users, so this activity
should be supported. However, advanced searching based on location, time, semantics or other data
attributes requires formal catalog services.

The proliferation of portals such as data.gov, geo.data.gov, ocean.data.gov, NASA Global Change Master
Directory, Group on Earth Observations (GEQO) Portal and others means that data providers are asked to
register multiple times in different sites. This is not scalable and leads to redundant effort and
duplicated cataloging of datasets. Data providers should be able to register their service in a single
catalog and have other catalogs and portals automatically become aware of the new data. The
recommendations below address this.

: https://geo-ide.noaa.gov/wiki/index.php?title=Category:Metadata_Tools
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Relevant NOAA activities and projects
e Placing Metadata records in ISO 19139 XML format in Web-Accessible Folders (WAF).

e Establishing Catalog Services at each Data Center. (The software currently in use is Esri

Geoportal Server, but this is not a requirement.)
e Registering datasets and data services in US or international portals.

Recommendations
e Establish a federated search capability across multiple distributed catalogs and metadata
sources that can be queried both by data users and by external or thematic catalogs.
e Determine whether tagging (see Section 3.3.6) can help triage available datasets as suitable for
inclusion in various portals and external catalogs.

3.2.6. Dissemination

"Dissemination" is used here to mean both actively transmitting data and, more typically, enabling users
to access data on request. NOAA environmental data should be readily accessible to intended customers
as well as other potential users. Many users prefer direct access to online data via internet services that
allow customized requests rather than bulk download of static files or delayed access via ordering
services for near-line data. For high-volume data collections requiring near-line storage, NOAA data
managers should carefully consider cloud hosting strategies and caching algorithms based on usage
tracking to maximize the likelihood of popular data being online. Online services should comply with
open interoperability specifications for geospatial data, notably those of OGC, ISO/TC211, and Unidata.

Actively transmitting data to operational customers is necessary in some cases. However, establishing
new data conduits that are proprietary or duplicative should be avoided. Existing distribution channels
should be shared where possible. Commodity hardware and software should be used in preference to
custom-built systems. Government-funded open-source technologies* should be considered.

Data should be offered in formats that are known to work with a broad range of scientific or decision-
support tools. Common vocabularies, semantics, and data models should be employed.

Relevant NOAA policies and procedures
e Data Access Procedural Directive (in preparation)

Relevant NOAA activities and projects
e Unified Access Framework (UAF) providing access to gridded data via standard protocols.

e Integrated Ocean Observing System (I00S) data server implementations.

3.2.7. Preservation and Stewardship

Data preservation ensures the data are stored and protected from loss. Stewardship ensures the data
continue to be accessible (for example, by migrating to new storage technologies) and are updated,
annotated or replaced when there are changes or corrections.

. E.g., Unidata Internet Data Distribution/Local Data Manager (IDD/LDM) system.
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NOAA has three archival data centers -- NCDC, NGDC, and NODC -- which perform data preservation and
stewardship on behalf of the agency. Data producers must establish a submission agreement with one
of these data centers as described in the Procedure for Scientific Records Appraisal and Archive Approval
(8), and must include archiving costs in their budget.

Because an observation cannot be repeated once the moment has passed, all observations should be
archived. Not only the raw data but also the accompanying information needed for understanding
current conditions of the observation (e.g., satellite maneuver, instrument reports, change history in situ
instruments, etc.) should be preserved. Derived products, or the ability to recreate them, should also be
preserved. All versions of software such as product-generation algorithms and numerical models, and
the change history, should be preserved. Forecast model outputs, which are often quite voluminous,
similarly require considering whether and how long to archive the model outputs.

Data that has been sent to a long-term archive should also be discoverable and accessible as described
in the preceding sections. Ideally, the mechanisms for cataloging and disseminating archival data should
be interoperable with those for near-real-time data.

Recommendations
e Ensure each data producer establishes a submission agreement with the appropriate data

center.
e Verify that archiving costs are included in project budgets.

Relevant NOAA policies and procedures
e Procedure for Scientific Records Appraisal and Archive Approval (8)

Relevant NOAA activities and projects
e NCDC, NGDC and NODC data preservation activities.

e Comprehensive Large Array-data Stewardship System (CLASS).

3.2.8. Final Disposition

Each Data Center should have a records retention schedule that documents the length of archival for
particular classes of data and products. Retirement and eventual removal of archived material requires
resources to update metadata, to request and respond to public comments, and to provide public
notification of removal. The metadata record may be preserved indefinitely.

3.2.9. Usage Tracking

Usage tracking refers to NOAA's ability to measure how often datasets are being used. Crude estimation
can be made by counting data requests or data transmission volumes from Internet servers. However,
such statistics do not reveal whether data that was obtained was actually used, or if used whether it was
helpful, or whether the initial recipient redistributed the data to other users.

More sophisticated means of assessing usage while preserving the anonymity of users are desirable.
NOAA data producers, in collaboration with a NOAA Data Center, should assign persistent identifiers to
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each dataset, and include the identifier in every metadata record and data file. The Data Citation
Procedural Directive (in preparation) will address this topic. Researches and other users will be
encouraged to cite the datasets they use (see Section 3.3.5).

Relevant NOAA policies and procedures
e Data Citation Procedural Directive (in preparation)

3.3. Usage Activities

The third phase of the data lifecycle includes Usage. These activities are typically outside the scope of
agency data management per se -- once a user has obtained a copy of the desired data, what he or she
does with it may be unknown or uncontrolled. However, the ability to obtain and use data is certainly a
by-product of a good lifecycle data management process, and information from or about users may
influence or improve the data management process. Activities related to Usage in the Data Lifecycle
include:

o Discovery

e Reception

e Analysis

e New Product Generation

e Feedback
e (Citation
e Tagging

e  Gap Analysis

3.3.1. Discovery and Reception

Users must be able to find and receive the data they want. These activities are enabled by NOAA
Cataloging and Dissemination activities (Sections 3.2.5 and 3.2.6).

3.3.2. Analysis

We use the term "analysis" broadly to include such activities as a quick evaluation to assess the
usefulness of a dataset, or the inclusion of a dataset among the factors leading to a decision, or an
actual scientific analysis of the data in a research context, or data mining. Such activities are only
possible if the data have been well-documented (Section 3.2.4) and are of known quality (Section 3.2.2).

3.3.3. New Product Generation

Users of NOAA environmental data may create derived or value-added products. These new products
may themselves constitute a new dataset that merits its own lifecycle data management process. NOAA
or NOAA-funded projects that routinely create new products should establish and follow a data-
management plan and ensure the products they generate are discoverable, accessible, and archived.
New products should be linked back to the original source data via appropriate documentation and
citation of dataset identifiers (see Section 3.2.8).
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3.3.4. Feedback

Data users should have a mechanism to provide feedback to NOAA regarding usability, suspected quality
issues, and other aspects of the data. Agency point-of-contact information should be included in the
metadata. Any feedback received should be acted upon if possible and included in the metadata if
appropriate in order to help future users. Limited mechanisms for user feedback, notably Help Desks at
each data center, have been established. These require that the user have obtained the data from the
Data Center and be willing to engage in dialog. Possible additional approaches include mailing lists or
social media.

3.3.5. Citation

"Citation" refers to the ability to unambiguously reference a dataset that was used as input to a model,
decision, scientific paper, or other result. This is an emerging topic of broad interest’ that will be
addressed by NOAA's Data Citation Procedural Directive (in preparation). The Earth Science Information
Partnership (ESIP) Federation also provides citation guidelines.T The core concepts are (1) persistent
identifiers are assigned to each dataset and (2) the identifier and ancillary information are included in
the reference list of the paper or other work. This is analogous to citing a book by its International
Standard Book Number (ISBN) and indicating the title and page numbers used.

Relevant NOAA policies and procedures
e Data Citation Procedural Directive (in preparation)

3.3.6. Tagging

"Tagging" refers to the ability to identify a dataset as relevant to some event, phenomenon, purpose,
program, or agency without needing to modify the original metadata. Existing examples of tagging
include the ability of NOAA users of Google Drive to assign documents to multiple collections without
modifying the folder hierarchy, or of Facebook users to tag individuals in a photo without editing the
file-level metadata. The ability to tag is essential because the current practices of (a) creating new
Catalogs and asking people to re-register a relevant subset of their data there, or (b) asking people to
add new metadata tags such that an external project can detect them (e.g., the GEOSS DataCORE
activity in 2011), are not scalable because they require additional work and lead to the proliferation of
duplicate datasets and metadata records. No specific solution is proposed here, but an appropriate use
of collection-level catalogs may support tagging.

. Workshops in 2011 include Geo-Data Informatics: Exploring the Life Cycle, Citation and Integration of Geo-
Data (Broomfield, Colorado, March 2011) sponsored by the National Science Foundation (NSF) and
Developing Data Attribution and Citation Practices and Standards (Berkeley, California, August 2011)
sponsored by the National Academy of Sciences (NAS) Board on Research Data and Information (BRDI).

t http://wiki.esipfed.org/index.php/Interagency Data_Stewardship/Citations
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3.3.7. Gap Analysis

Gap analysis refers to the determination by users of data or decision-makers that additional data are
needed to satisfy operational requirements or to understand a phenomenon -- for example, more
frequent coverage, improved spatial or spectral resolution, or observations of other quantities. Such a
determination influences the Requirements Definition activity, which is the start of a new Data Lifecycle.

4. Summary

NOAA data constitute an irreplaceable national resource that must be well-documented, discoverable,
accessible, and preserved for future use. Good data management should be part of NOAA's core
business practices, and employees and leadership should be aware of their roles and responsibilities in
this arena. The NOAA Environmental Data Management Framework recommends that EDM activities be
coordinated across the agency, properly defined and scoped, and adequately resourced. The Framework
defines and categorizes the policies, requirements, and technical considerations relevant to NOAA EDM
in terms of Principles, Governance, Resources, Standards, Architecture, Assessment, and the Data
Lifecycle. The Framework calls out specific recommendations, policy documents, and activities of
relevance.

NOAA thanks the Science Advisory Board for its recommendation in March 2012 that an Environmental
Data Management Framework be developed.
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5. Abbreviations

Abbreviation
CEOS
Clo
CSDGM
DMIT
EA
EDM
EDMC
FGDC
GIS
GTS
ISO
IWGDD
NAO
NCDC
NESDIS
NGDC
NGSP
NMFS
NOAA
NODC
NOS
NOSC
NRC
NWS
OAR
ocClo
0GC
OMAO
OSTP
PDs

PPI
SAB
SBN
TC211
TPIO
USGEO
WMO

Meaning

Committee on Earth Observing Satellites

Chief Information Officer

FGDC Content Standard for Digital Geospatial Metadata
NOAA Data Management Integration Team

Enterprise Architect

Environmental Data Management

NOAA Environmental Data Management Committee

US Federal Geographic Data Committee

Geographic Information System

WMO Global Telecommunication System

International Organization for Standardization
Interagency Working Group on Digital Data

NOAA Administrative Order

National Climatic Data Center

National Environmental Satellite Data and Information Service
National Geophysical Data Center

NOAA Next Generation Strategic Plan

National Marine Fisheries Service

National Oceanic and Atmospheric Administration
National Oceanographic Data Center

National Ocean Service

NOAA Observing Systems Committee

National Research Council

National Weather Service

Office of Atmospheric Research

Office of the CIO

Open Geospatial Consortium

Office of Marine and Aviation Operations

Office of Science and Technology Policy

EDMC Procedural Directives

NOAA Office of Program Planning and Integration
NOAA Science Advisory Board

Satellite Broadcast Network

ISO Technical Committee 211 for Geographic Information
NOAA Technology Planning and Integration for Observations
US Group on Earth Observations

World Meteorological Organization
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